WEBTOKEN API

Projekt einrichten

Erstelle ein neues Django-Projekt namens tutorial und starte dann eine neue App namens
quickstart.

Erstelle das Projektverzeichnis
mkdir api

cd api

Erstelle eine virtuelle Umgebung, um unsere Paketabhangigkeiten lokal
zu isolieren

python3 -m venv .venv
source .venv/bin/activate

(# Unter Windows .venv/Scripts/activate verwenden)

Installiere Django und das Django REST Framework in der virtuellen
Umgebung

py -m pip install django

pip install djangorestframework

pip install djangorestframework_simplejwt

Richte ein neues Projekt mit einer einzelnen Anwendung ein
django-admin startproject mysite
cd mysite

django-admin startapp jswt



App mit dem Projekt verknupfen
v APLJSWE.. [3 B2 O &

> venv
v mysite
jswi
v mysite
_init__py
asgi.py
settings.py
urls.py
wsgi.py

manage.py

INSTALLED_APPS = [
d go.contrib.admin',

.auth',
).contrib.contentt
.contrib
contrib.

ib.stat




JWS Settings konfigurieren

settings.py:

For the full list of settings and their values, see

https://docs.djangoproject.com/en/5.0/ref/settings/

wmnn

from pathlib import Path

from datetime import timedelta

unter INSTALLED_APPS

REST_FRAMEWORK
"DEFAULT_PERMISSION CLASSES': (
'rest_framework.permissions.IsAuthenticated’,
)>
"DEFAULT AUTHENTICATION CLASSES': (

'rest_framework_ simplejwt.authentication.JWTAuthentication'

SIMPLE_JWT = {
"ACCESS_TOKEN_LIFETIME': timedelta(minutes=60),
'SLIDING_TOKEN_REFRESH_LIFETIME': timedelta(days=1),
'SLIDING _TOKEN_LIFETIME': timedelta(days=30),

'SLIDING_TOKEN_REFRESH_LIFETIME_LATE_USER': timedelta(days=1),

'SLIDING_TOKEN_LIFETIME_LATE_USER': timedelta(days=30),




Token Endpunkte
urls.py:

rest_framework simplejwt.views TokenObtainPairView,
TokenRefreshView

django.contrib admin

django.urls path, include

urlpatterns = [

path('admin/', admin.site.urls),

path('api/token/', TokenObtainPairView.as_ view(),
name="'token_obtain_pair'),

path('api/token/refresh/"', TokenRefreshView.as_ view(),
name="token_refresh'),

path('', include('jswt.urls")),

Api-Views

jswt/views.py:
rest_framework.views APIView
rest_framework.response Response

rest framework.permissions IsAuthenticated

rest framework simplejwt.authentication JWTAuthentication



Home (APIView):

authentication classes = [JWTAuthentication]

permission_classes = [IsAuthenticated]

get(self, request):

content = {'message’': 'Hello, World!'}

Response(content)

URL-Konfiguration

Erstellen Sie zunachst die Datei jswt/urls.py in Ihrer Anwendung.

jswt/urls.py:

django.urls
.views

urlpatterns = [

path('', Home.as_view()),

Migrations ausfuhren

python3 manage.py migrate

Testen

python3 manage.py createsuperuser

python3 manage.py runserver


mailto:admin@web.de

Postman:

POST hitp:/1270.01:8000 %  +  ese

@ http://127.0.0.1:8000/api/token/ () save
Params  Autherization Prgarequest Script  Tests  Settings Cookies
nene form-data K-www-form-urlencoded % binar @ Beautify

"username”; “admin”
"password”: "123admini23"

Body Cookies Headers (10) Test Results @ 200 0K 455ms 794 E  Save Response

mQ

Pretty Raw Preview Visualize JSON  ~ =)

"refresh": "eylhbGci0ilIUzIANiIsInREcCIGTIkoXVLID.
eylAb2tlblo@eXBlIjoicmVmemyVzaCIsImV4cCIEMTexODUzNzML05m1iaWFOIoxNzEANDUWOTEELCIqdGki0iIxYzhhYWESMGUY
NDk@YZEBOGRhMZNINGY2MzZmMmQ2MyIsInVzZXIfaW(i0iF9 . nTOwteiV77EhcFWNE4MEE5C02vwlYddrERRLFyt4@ma" ,

3 "access": "eylhbGeiOilIUzIANiIsInREcCISIkp VIS,

eylOb2t1b198eXBlIjolYWNIZXNzIiwiZXhwIjoxNzE4ANDUxMIg5LCIpYXQ10iEINTZBNTASODks Imp@aSI6 I VININhY2YLYmO2

Zi0zZGViNmMRmOWM2YmF 1Y ThiNTA4Iiwid¥N1c19pZ CIEMXE . VExgUibBglN-6h25BbvIndYX1gxDhaphiwNCESxUc4U"

Den access-Token kopieren

Body Cookies Headers (10) Test Results @ Status: 200 OK  Time: 351 ms  Size: 794 B Save Response

Pretty  Raw  Preview  Visualize JSON v = mQ
1 4
2 "refresh”: "eylhbGeci0ilIUzIANiIsInRGcCIAIkpXVCID,

eyl@b2tlblo@eXBlIjoicmVmemyzaCIsImV4cCI6MTex0DUz0DEzNywiaWFOTIjoxNzE4NDUxNzM3LCIqdGki01I2MGEmY zN1MDUAM2Q@ZTFLOGZ ]
NFQENMZMY2ZFZmQzNSIsInVzZXIEaWQi0jF9 . hLcdgesZjWe TPEm_QsTCDsDXFx0galg@gVtyYthCmD7Y"

3 "access": "eyJlhbGci0ilIUzIANiIsInREcCI6TIkpXVCI9.
ey18b2t15198eXE1 I 01 YWNIZXNz TiwiZXhwI oxNzEANDUyMOMILCIpYXOi0EINT EBNTESMzcs ImpBaSI6 T kaMz JANTKIZTVY zR10TYEMG I

ODEzYzBkYzE2NFASIiwidXN1c19pZCI6MXO . iIEFHC -6MRIDBB30AGTho7PdHuy -mRt2-eP5A-7KsA5@"

Verwenden Sie dann dieses Zugriffstoken, um Anfragen an authentifizierte Endpunkte zu stellen,
wie z. B. (http://127.0.0.1:8000/ )Typ muss als Bearer Token geandert werden.



ﬁ http://127.0.0.1:8000/ &) Save

=1

Body  Pre-request Script  Tests  Settings Cookies

http:/f127.0.0.1:8000/

Headers (7)

eyJhbGeiOlIUzINilsInRS cCIEIkpXVCJ9.ey.

The authorization header will be
automatically generated when you send
the request.

Learn more about authorization 2

Body Cookies Headers (10) Test Results

@ Status: 200 0K Time: 22 ms Size: 364 B Save Response ~

Pretty Raw Preview Visualize JSON ~ = mQ

f . I

“message”: "Hello, world!",

bW
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